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Abstract

The topic of computer and network security has gained an ever-increasing amount of interest
in recent years. The pervasiveness of computers everywhere means that novel users, from
novice to expert, need to be able to manage their own security in an understandable way,
when giving information about themselves or making transactions online. In this paper, we
will present, discuss, and analyse the various revocation methods of a Simple Public Key
Infrastructure (SPKI) certificate based access control mechanism from a user's point-of-view.
We will consider the downsides and benefits of each revocation method, and make
recommendations for which methods to use in which use situations, and how to present the
best choices to the user in an understandable way.
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1. Introduction

Controlling access to valuable resources is a necessity, be they traditional resources such as a
safe or a bank account, or computer resources, such as a file containing secret information.
Managing the access can be a challenging task for the system designers and resource owners,
particularly if the system is large and distributed. Currently, there are many kinds of security
architectures used to manage the security of these systems. With most, the trend is to involve
the users more in handling their security. The users have to decide whom to trust, to what
extent, where and when.

Traditionally, access control systems have been based on the concept of Access Control List
(ACL), where every resource is bundled with a list of authorised users. Typically, the list is
located next to the resource, with all the relevant information in one place. An example could
be the VIP list at the door of a club. If there are several doors, we need several copies of the
list, and keeping them up to date requires extra work. Authorisation certificates reverse the
concept, turning the centralised system into a distributed one. With certificate-based systems,
the users of the resource are given a ticket that proves they have the right to use the system.
The right no longer resides with the resource but with the user (all the VIPs have a special
card they show at the door), and the right automatically follows the users to whichever copy
of the resource they go to. If the club has several entrances, the VIP can use any one of them.
A significant difference to the paper-based tickets is that authorisation certificates can be used
to delegate the rights to other users without any help from the owner of the resource: users
can delegate their own rights. This means that it becomes possible e.g. to create new credit
cards that make it possible for children to use their parents credit right in such a way that the





















choice then depends on whether we want to limit individual certificates (type E) or just the
certificate group (type D).

An implementation issue with type C is the required online connection. If the validity
information is fetched by the user’s PDA, it should take place automatically so that the
operation is transparent to the user. If the user has to take some steps to get the information, it
makes the system appear much more complicated and means unnecessary work. Since
currently many PDAs are not capable of online connections, it seems that the resource, e.g.
the bus, should fetch the validity information. In this case, however, the resource has to be
online all the time, because it usually cannot anticipate the required information, whereas the
PDA only requires occasional connections. Only in limited situations where there are a very
small number of CRL issuers (the HCT in the bus ticket example), can the CRLs be regularly
fetched, and hence the connection is not required continuously. Another implementation issue
is the feedback time. If the response time of a higher level revocation method (type D or E) is
too long, say, over a couple of seconds in the bus example, the designer should choose a
lower level method (type B or C), since immediate feedback and fast operation are important
for the end-user.

5. Conclusions

On basis of the above analysis, we can clearly see that from the end-user's point of view, the
revocation methods indeed have differences. For example, the types D (One-time) and E
(Limit) can be recommended, since they provide the users with the greatest amount of
control over the revocation management and are relatively easy to understand. However, we
have also seen that the usability issues within revocation management are manifold and
cannot be resolved without a thorough understanding of the specific use situations the system
is designed for, nor without knowing who will be using these systems, where, when and how.
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